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Abstract
New exciting "vertical" themes in the field of computer science often require complex computing

platforms with strong properties such as safety, security, resilience, resource efficiency, fairness,

and privacy. In this talk, we present a novel compositional approach for building certified

heterogeneous systems that aim to provide many such trustworthiness guarantees. Also, we have

successfully developed the CertiKOS certified OS kernel and verified its contextual functional

correctness in the Coq proof assistant, which is the world's first proof of functional correctness of

a complete, general-purpose concurrent OS kernel with fine-grained locking. We show how to

extend our base kernel with new features such as virtualization, interrupts and device drivers, and

end-to-end information flow security, and how to quickly adapt existing verified layers to build

new certified kernels for modern heterogeneous platforms.

在计算机科学领域，新兴的“垂直型”课题通常需要复杂的计算平台，对安全性、弹

性、资源效率、公平性和私密性等有着极高的要求。为了达到这些性能，我们提出了一种
新的构造认证异构系统的方法。此外，我们成功研发了认证操作系统内核CertiKOS，并在
Coq证明助手中验证了语境功能正确性。这是世界上首个对完整、通用的，采用细粒度锁
的并发操作系统内核的功能正确性证明。我们还展示了如何在我们的基础内核上增加虚拟
化、中断和设备驱动等特性和保证端到端的信息流安全性，以及如何快速调整现有认证层
以构建适用于现代化认证平台的新内核。
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